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Before you start entering data each person accessing Socrates should set up their own user ID and password. If
you are in a group you may want to limit access for some users to certain functions of the database, these
options can be set up under User Management. The main reason for setting up individual users is to enable you
to track who entered or modified data, and to ensure that each user can only have access to whatever the
administrator wishes them to have. Each screen in Socrates records the user and the time that data entered was
added or changed. These data are also recorded in the data entry report for the individual record and the
database overall.

‘ History and Examination
Lreated: 27/01/2014 14:11 - robyn Modified: 27/01/2014 14:11 - robyn Patient na

Patient
LatestF

' im0 P=) Load from
., @ favourites

DEFAULT PASSWORD

To first access Socrates to set up your log in and password, you can log in using Admin for ID and Admin for
password. If this doesn't let you in it means that someone at your site who is an administrator has already
deleted this default log in. Contact your administrator who will have to log in and allow you to add your
credentials.

You have options available to do the following in the User Management section.

[l Administrator privileges. If you don’t choose this option users won't be able to view and access the User
Management option on the Set up screen to be able to set up new users or limit access to existing users.
Users without admin privileges will only be able to change their own password.

[1  Change user details or suspend users.

[1  Limit access to users to selected surgeons records for selected users.

0  Limit access to users for selected studies

[1  Limit access to the export function.

[1  Limit access to the file menu on the set up screen to prevent users from being able to select these options.

[1  Limit access to the Set Up files (add surgeons, add or modify adaptable fields etc) .

[1  Delete surgery and patient records.

[1  Limit access to users so they only have read only rights, no data can be added or modified.

[1  Set a password expiry period for all or individual users.
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To access these options click on User Management on the bottom right side of the Set Up screen. If you can't
see this it means you have been set up as a user but have not been assigned administrator privileges.
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The default User ID and password are both “"Admin”. Once you have set up your users with their own details you
should suspend Admin as a user.

ADDING A NEW USER

Click on Add User and this window will display.

]

28/07/2014

I
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g
[ oK | | Cancel |
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PASSWORD

Password rules

The passwords must be a minimum of 8 characters and contain 3 of the 4 following — uppercase, lower case,
numbers or special characters.

Some examples Mary123$ Drbloggs@2 fluffy30478!

Password expiry

An administrator can elect to have passwords expire. There are a number of options. You can elect to have all
passwords expiring in the same number of days or you can set individual users to expire at a set time. This can
be useful if you have visiting data analysts’, fellows or research assistants who are working on a specific project
with a finite endpoint.

To assign a default password expiry time to all users choose the options as below. Even if you have a default set
up you can still change an individual user to a selected expiry date. You can also set an individual user to a non-
expiring password.

If a user fails to change the password before the expiry date they will need to contact an administrator who will
be able to access their user details and change their password.
grams

! User ID User Name Administrator Export Database menu Setup files Read Only Add User
1S MRy gmin Administrator User Account YES YES IYES YES -
t defau|[|robyn robynk NO YES YES YES NO Modify User

ms
&= Suspend User
ow the lj

Change Password|
ow Tool g
at displ Renew Password
2 scann
ow scan| [ Priter =
e Outel
= = Close

strict ac|
not v 90
B = daily  ~ 7

‘nie Ex|

The next example we have assigned a Fellow called John B an expiry date of 6 June 2014 and allowed him
access to export data, and with read-only privileges.

ifeetlinches are automatically converted to Kgs and cms)

]

06/06/2014

L
=
S
L

John Brown
Fellow
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SELECTING ACCESS PRIVILEGES FOR USERS

After you have added a new user, you have the following five options on this window.

E E

E E

Administrator: If you dont check Administrator the user won’t have access to be able to add users and

assign these privileges. They also will not be able to delete a patient or a surgery record or have access to the
Webscore settings page in the Set Up screen.

Access to export: If you don't select this users will not be able to export data from the database. This

function is used to export data to excel or a stats program to run advanced statistics, etc. Users without this
option will get the following message if they don’t have permission.

M

'Your user id has not been set up with access to the export function. You  »
need to contact your system administrator regarding access to that
function.

Access to maintain set up files

Miscellaneous F/U Protocols |FIU Delay IFoIIow—ups & Scores IWBD Score Settings IEvenl Logging
Weight and Height defaults for patient details.

@ Kilograms (Kgs) and centimeters (cms) O Pounds (Ibs) and Feet Inches (ft/inch)
(Values entered in pounds and feetinchesare = * T :

Weight default for Constant score Cant access any of these
@ Kilograms (kgs) functions - greyed out

Show the list of patients

per P
! Show Tooltips Active Modules
¥ Hip General
¥!Use scanner with automatic paper feeder for CRF scanning ¥/ Hip Arthroplasty

warning if no diagnosis or procedure details are entered for surgeries

! Show scanning message prior to CRF scanning v|Knee General
¥|Use Outerbridge grades for Knee module (default is ICRS grades) /Knee Arthroplasty
| Shoulder

v General

v|Elbow & Hand

I Do not prefix notes with type and date v|Foot & Ankle

Restrict access to surgeons/physicians by user

Restrict access to studies by user

Don't record Patient names (use Patient ID instead) ! Spine

Genie Export Folder:

(&)1

CRF Forms Language Selection Cant access User
[English Management

If this isnt checked the user won't have access to add or modify surgeons’, assistants, hospitals - any of those
on the list on the right hand side of the set up screen. In addition they won't be able to add or modify any of the
adaptable fields, procedure names, complications, keywords etc. This is often a good idea in a multi user site
where you have the possibility of different users setting up fields. For example the term DVT and Deep Vein
Thrombosis may be set up by two different users which will result in data being entered into both. The message
below will appear if a user without these privileges clicks on the Add or Modify icon.
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ages/X-Rays
pwords |

Diagnosis Codes Procedure Codes

iﬂeslf‘ |"-

Users who are not administrators
do not have access to add or
modify these lists.

Your user id has not been set up with access to this function on the Setup
menu. You need to contact your syst dmini garding access to

this function.

Access to database menu

This allows a user access to open other databases, set up new ones, run updates etc. If this option is not

selected they will see this message when attempting any of these functions.

Evaluation Software :localhost/robyn (POSTGRES)

e Edit LUC Database Special Spell Surgery Web Scores

FIU Protocols |F/U Delay |Follow-ups & Scores |Web Score Settings |Event Logging

Module [Hip Genera]

Your user id has not been set up with access to this function on the -
Database menu. You need to contact your system administrator regarding

c P access to this function.

Protocol Name |Hip|

Timepoint  Before

T EQ-5D NOTE: The
] EQ-5D-5L before and after

HAGOS columns in the
™ unne Timepoint

Read only access

Users who have this selected will not be able to modify or add data to any screens in Socrates.

RESTRICT ACCESS TO SELECTED SURGEONS

If you are likely to want to limit access to certain surgeons records by user, check this box on the Set Up screen

before you enter the user management section.
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-

T

_J

Miscellaneous |F/U Protocols IFIU Delay IFoIIow—ups & Scores |Web Scores |Event Logging IHL7 }
Weight and Height defaults for patient details.
@ Kilograms (Kgs) and centimeters (cms): (O Pounds (Ibs) and Feet Inches (ft/inch)
(Values entered in pounds and feet/inches are automatically converted to Kgs and cms)

Weight default for Constant Shoulder score
@ Kilograms (kgs) () Pounds (Ibs)

Date Format
®Dmry Omory
[_]Show the list of patients who are overdue for scores as per their protocol, at start up
Show Tooltips
= = = : - = Active Mc
[[]Dont display wamning if no diagnosis or procedure details are entered for surgeries —————
Use scanner with automatic paper feeder for CRF scanning ::s i:::;::a
[_] Show scanning message prior to CRF scanning Knee Generz
Use Outere grades for Knee module (default is ICRS grades) Knee Arthrog
‘ estrict access to surgeons/physicians Shoulder
v/ NewUser Def Restrict access to studies [v] General
Do not prefix notes with type and date Elbow & Han
["]Don't record Patient names (use Patient ID instead) Foot & Ankle
Don't display future date message for Follow Ups e
Auto Logout Time —]
Genie Export Folder:
@ |CcUsers\Robyn\Desktop\Denise\
CRF Forms Language Selection
| Endlish v

If you have checked this option on the Set Up screen and you are an administrator, when you add a user you will
also have the option of limiting the access of this user to only those records of the surgeon/s you choose. You

can go back at any time and remove or add surgeons to this list. If you are an administrator you will have access
to all records.

R T et MM ey e 1 s e e

and feetlinches are automatically converted to Ki

Check this if you want to
limit access to a User to only §
a specific surgeon/s records.

Robyn Kildey
RA
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ruonstant score

- iErnest Pottingly
tomatic §8Fred Fred Smithers
Mary Brown
rocessin| Sorgehs. |

EORS

feature y¢ TOOGOOD Neville
orage folder: YOUNGSTER Philip

wn\Desktop\mobilel

You can select more than one surgeon for the user to have access to.

pounds and fe| ] Create & Modify Surgeons
1stant score
[+ off o fl & %]
Tim
Godart Leist ez
Mary KERWOOD
Martin
Frances Pl

1ble only for ONE Robert Tiil
Mary "Ma

Philip

Neville

|JJ; Clinics:

automatic pap

) surgeons by

Master/Mobile

Administrator Export access File menu access Add User b

1655

Change User ; i
AT

BURWOOD Tim

DALLAINE Godart

DONALDSON Mary

EDELWEISS Martin MARTENS Freda
KERWOOD Frances

If this option is chosen for a user this is the way the data will appear on the patient screen - only surgeries for
the selected surgeon will be accessible to that user, the others will be greyed out. They will also not be able to
run statistics or reports on data for that surgeon unless they have access.

O QOn

Surgery + Site and side w LatestFUP Injury v
03/02/2000 Hip Arthroplasty Right 9y

2003 Knee General Right

25/08/2004 Hip General Right 5y 01/02/2004 01/07/2004

05/05/2008 Hip General Right

- " . 25/12/2010 Shoulder Right
Address |Patient keywords | Notification [Notes

Address 198 Port St
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If the user clicks on surgeries belonging to a surgeon to whom they don't have access, this message will be
displayed.

'You do not have access to this surgery record.

If no surgeon name has been selected on the surgery record these records will be accessible to anyone.
However, if Restrict users access is checked it is mandatory to add a surgeon name, users will be prompted to
add one if they try to exit the history screen without adding one.

Limit Access by Study

It is possible to limit access to certain users only allow access to certain studies. This might be required if an IRB
has given approval for a study to be undertaken within an existing database, and they don't allow the study
managers to access any records other those that are in that study. If a record has no studies assigned the user
won't have access to any records.

] Q]
e . BE QOO
No records here T ntasps ubistory, . Latest activity 10/0j/2012
igned to the study ] (afl+] = Date - Siteandside ~ LatestFUP
jiats[j | MilialaBusnlaleslactii00/0 2014 Date of bith [01/02/1973  #
ik P Date  ~ Siteandside ~ LatestFUP - et Age
04/1955 * Marital status v
I Race v One record assigned to the study
the user has access to

I
v
‘native Contact INoles
_ 031122012 Hip General Right am

To implement this, check “Restrict access to studies by L

["] Show the list of patients who are overdue for scores as per their protocol, at start up

Show Tooltips Active
[_]Dont display waming if no diagnosis or procedure details are entered for surgeries Hip Gener
Use scanner with automatic paper feeder for CRF scanning Hip Arthro

[_] Show scanning message prior to CRF scanning Knee Gen

Use Outerbridge grades for Knee module (default is ICRS grades) Knee Arth
2stn - - sicians by user Shoulder
General
Elbow & t
o Foot & An
["]Don't record Patient names (use Patient ID instead) Spine

Genie Export Folder:

Then set up the user with their access levels and save. Once they are set up select Study Access.
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{gs) and centimeters (cms) ®Pounds (Ibs) and Feet Inches (ft/inch)
red in pounds and feet/inches are automatically converted to Kgs and cms)

User Name
Administrator User Account
Chris

§
§
H
g
|
i
:
13
£
g

Add User
Suspend User
Change Password EE
" Study Access

chris
DY

350560
3

3
i
‘S

830 66nssnmnsnsa

555 55665665

5 835658

YES
NO
YES
NO
YES
NO
YES
YES
NO
NO
NO
YES
NO
NO
NO

E Printer v

Language Selection

The list of studies will then be displayed. Add as many studies as you want this user to have access to, then
close. To add, either click and select the ADD icon on the top of the list column, or select and double click.

ams (| CAROTINE STUDY " AIPINJSTUDY3 ™
he li User Name A DR BEAGLES STUDY GROUP ‘ HIP POST OP PAIN STUDY.

| adminstator User Account [ves B EARL REHAB ACL
Tooltips i Chris Chris iNO EARLY REHAB GROUP
= chris ives [ FNQ TRY
fisplay DY iNo HIP INJ STUDY3
= o | HIP POST OP PAIN STUDY

- ino KNEE EARLY DISCHARGE
scanni o ino KNEE STCK STUDY
Joterbi dhan ino ||| NEW ACL GROUP

Test User ee iNo NEW CAGE STUDY

ct accellirobyn robyn iNno PCH TEST

In the example above Freddie will only be able to access records that have either of the two studies assigned to
them.

IMPORTANT NOTE:

If a single record has more than one study assigned to it there is no way to limit access to a user to only the one
study since the studies belong to the same record, and have common fields/screens.
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CHANGING DETAILS ON EXISTING USERS

Suspending a user

If you are an administrator you can suspend users or change details of existing users. If you suspend a user they
will automatically appear at the bottom of the list. If you have residents or Fellows passing through your
department who are entering or analysing data it's a good idea to set them up as users also, you can suspend
them when they move on. Even though they are suspended there will still be a record of who they were, when
they were active and what screens had data they had accessed or entered is recorded.

T et e gy e 1 s s ey

ntered in pounds and are

User Name
Administrator User Account
Chris

{ Suspend User
Change Password|

8§83 835555555034 §

555 poponnanonon

535 553555555080

855 355s5RnacnE
5 5555 5%

Changing Current Password

Anaestietists

(Values entered in pounds and i to Kgs and cms)

eight default { y

Administrator Export Database menu Setup files Read Only Add User
User Account IYES YES IYES YES -

NG YES VES YES iNO Modify User
71 Dont display Suspend User =
7]Use scanner —
i (Change Password

Renew Password

Slprinter -]

“]Don't record {

Genie Expol

CRF Forms dailv v 7

Select “Modify User”, type in your current password, and then the new password. A user who is not an
administrator can change their password - see below.

£ ANGE MOCUIC (OERALR I35 ILICS Qraces)

s/physicians by user

Renewing a password expiry
To renew the expiry date for an individual user, click on Renew password.
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" User Name Administrator Export Database menu Setup files Read Only
! admin {Adminisrator User Account ives es e e
ip{lJrobyn robynk | ES vES s o Modify User
Confirm ) =Pe o

Change Password|

Press Yes to renew robynk's password for another 90 days, expiring on
06/08/2014.

Changing other user details
Select “Modify User” to change any of the details

Forgotten Password?

If you've forgotten your password (it happens to the best of us), firstly, consult your clinical administrator who
should be able to log in and help you create a new one. If that fails email us on info@socratesortho.com.
We'll provide you with another one to get you back into the system again, and you can then change it to a new
password.

DISPLAYING/PRINTING THE USER LIST

The printer icon allows you to either print, preview, create a PDF document, or export the list of users and
details to a text/Excel file.

sunswn svwe

User Name Administrator Export Database menu Setup files Add User

Administrator User Account
Chris Change User
1 i chris

Fred Blogs Suspend User | [€

I Change Password| [*=

)l Printer

PDF
uage Selection

Reguireme;

User List
Date: 27/01/2014

UseriD Name Positian Admin Export Dstabase  SelUp DateAdded  Date Suspended
Admin User Account YES YES YES YES

Chris Chris NO NO NO NO

ChrisT chris bass YES YES YES YES

Freadle Fred Blogs Resaamc asefiant NO YES NO YES

robyn robyn NO NO NO NO

**Suapended users

Fred ar add NO NO NO YES

John John Brown Resarach Assitant NO NO NO NO

Ribm v 3 ND NO NO NO 25)09i2013
Ronin ® g YES YES YES YES

Robynk rkboww NO NO NO NO

Sefup aet d ND NO ND YES

denise er ee NO YES NOD YEE
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